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Risk Assessment Methodology
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Hazards Studied in Assessment
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Sensitivity

* Sensitivity scores, assessment of the likelihood and extent of damage and duration of infrastructure outage, were
assigned into buckets of 1 through 3 based on subject matter expertise, including a utility and oil sector SMEs.

* A matrix of energy asset types vs. each natural hazard was created.

Coastal Flooding Flooding (inland Landslide and
and Erosion High Winds  and storm surge) Tsunami Earthquake Rockfall Wildfire

Solar 2 1 2 3 2 2 2

Wind 2 3 2 2 2 2 1

Batteries 2 1 2 3 3 3 2

All Other Generation 2 1 2 3 3 3 2

Substations 2 1 2 3 3 3 2

Transmission Lines (overhead) 2 3 1 2 3 3 3

Transmission Lines (under) 2 1 1 1 2 2 1

2 2 3 3 3 2 3

2 1 1 1 3 2 1

2 2 2 2 3 2 2

2 2 3 3 2 2 3

2 2 3 3 3 2 3 XYr‘I\E"'
Gas Pipelines 2 1 1 1 2 2 1 cNERGY
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Conseqgquence

* This risk assessment has a particular focus on exploring the relationships
between CEl and community lifeline key customers (CLKC). Therefore, the
dependency of CLKC on the CEl is an important factor in consequence scoring,
especially for the electric system.

* Consequence was then scored on a scale of 1 to 6 with the following approach:

Table 2: Consequence Scoring Table

Consequence Substations and Transmission Lines Other Infrastructure
Score Types
Voltage CLKC Weighted Priority Score
Dependency

6 138kV 220* High

5 138kV 0-20

4 138kV o Medium

3 69KV or below 220

2 69KV or below 0-20 Low

1 69kV or below (0]
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Critical Energy Infrastructure Interdependencies
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Geospatial Decision Support System (GDSS)

Infrastructure - Hazards

Centralized tool to explore and query energy infrastructure networks alongside complimentary analyses of vulnerabilities and dependencies.
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CLKC Prioritization

ArcGIS tools were used to assign
many of the CLKC assets (hospitals,
police, fire) a Thiessen polygon area
that represents the most likely
service territory of each CLKC. This
was based on proximity of each
census tract to the associated CLKC
point vs. to any other CLKC point.

These layers were then intersected
with population and disadvantage
community datasets to estimate the
population and disadvantaged
community served by the CLKC.
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